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Act Smart—Be Safe On Line

An Internet Safety initiative from the FBI’s Citizens Academy

Remember when you taught your little ones how to cross the road alone? Now your children
navigate a _far more dangerous highway called the Internet and they still need your guiding
hand.

Although your kids are smart enough to use a computer, they might not be wise
enough to protect themselves from online strangers or graphic Web sites. Sexual
predators and scam artists looking to exploit children find the Internet a rich
source of victims to target.

But research reveals good news. While many teens share personal information
online and put themselves in potentially harmful situations, their exposure to
possible threats declines and they make safer online decisions when parents and
guardians talk to them abont Internet Safety.

The Citizen Academy’s Act Smart Be Safe Online initiative is designed to provide
you key information and resources you need to ensure that your kids have a safe
and positive experience on the Internet.

Predators Cruise the Internet for Potential Victims. Online sexual predators
cruise millions of teen-oriented Internet chat rooms, blogs, photo-sharing and
social networking sites to observe, approach and “groom” unsuspecting young
victims. The information they gather is readily available online courtesy of the
children they are pursuing. Piecing together information from their intended
victims’ screen names, personal profiles, journals, and chat room conversations,
they formulate their approach and contact their prey using instant messaging,
email, online chats, discussion groups, and sometimes the telephone.

With the ultimate goal of a face-to-face meeting, child predators patiently groom
their potential victims to gain their trust. They exploit their inexperience,
sympathize with their adolescent problems, offer psychological support and
appear enthusiastic about their interests. Given a false sense of security that
makes them vulnerable, some children consent to meet their “friend” in person,
which could have dire consequences. A recent study found that most children

who agree to meet with an adult do so willingly. They are not tricked or coerced.
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Siempre consulto primero con mis padres o la perso-
na que esta a cargo antes de ir a cualquier parte o
subir a un auto, incluso con alguien a quien conozco.

. Siempre consulto primero con mis padres o con un

adulto de confianza antes de aceptar algo de al-
guien, incluso de alguien a quien conozco.

. Siempre voy con un amigo cuando salgo o juego

afuera.

. Se mi hombre, direccion, numero de teléfono, y los

nombres completos de mis padres.

. Digo que no si alguien trata de tocarme o me ftrata

de una manera que me hace sentir asustado, incomo-
do o confuso.

. Se que les puedo decir a mis padres o a un adulto de

confianza si me siento asustado, incomodo o confu-
s0.

. Esta bien decir que no, y se que siempre habra al-

guien que pueda ayudarme.

. Soy fuerte, inteligente, y tengo derecho a estar a

salvo. &

§ CONSULTO PRIMERO &

t VOY CON UN AMIGO

t ST ALGO ESTA MAL SE LO DIGO A ALGUIEN EN
QUIEN CONFIO

# SOY FUERTE, INTELIGENTE Y ESTOY A SALVO
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Y>  Knowing My 8 Rules for Safety
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I always check first with my parents or the person in

charge before I go anywhere or get into a care, even
with someone I know.

. I always check first with my parents or a trusted

adult before I accept anything from anyone, even
from someone I know.

I always take a friend with me when I go places or
play outside.

I know my name, address, telephone number and my
parents’ names.

I say no if someone tries to tfouch me or treat me in
a way that makes me feel scared, uncomfortable, or
confused.

I know that I can tell my parents or a trusted adult
if I feel scared, uncomfortable, or confused.

It's OK to say no, and I know that there will always
be someone who can help me.

I am strong, smart, and have the right to be safe.

¢

t CHECK FIRST w« ¥

t TAKE A FRIEND

t TELL SOMEONE I TRUST IF SOMETHING IS WRONG
t STAY STRONG, SMART, and SAFE

% ¥
¥ X
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Take Charge of Your Child's Online Experience

The dangers of the Internet are real. To ensure the safety of your children,
you need to set Internet Safety guidelines, keep track of your children’s activi-
ties time, maintain open communications and stay involved.

What You Need To Do

* Learn about the Intetnet. Al t hough you don’t have

you should know about computers and computer terminology. 1V isit
ww.citizensacadeny.com for more information or check other sites listed in this pamphlet.
Take a course online or at yonr local community college, and give your children the chance to
help you learn.

*Check OHistoryo and i nshackrdmanp ar ent a

tools available for parents to belp ensure that children and teens are taking precantions and
staying away from sites that are
computer’s browser to monitor the
visited. The Internet Service Providers offer free Internet access controls, content filters and
parental control options that can help restrict Internet access and protect children from
inappropriate material. For information, go to the home page of your Internet Service

Provider.

For additional protection, you can also install Internet filtering software you set to block
questionable Web sites or limit access to a preapproved list of sites. Some software products
also allow a parent or caregiver to monitor or track the Web sites a child visits or email
messages read, without necessarily blocking access. If you have installed parental control
software, review your existing settings and update when necessary. More information about
Sfiltering and monitoring software is available from

GetNetWise. {www.getnetwise.org}

Monitor your kids while you teach them Internet Safety. Familiarize your-

self with the Web sites your children like to visit and consider signing up for an account on
those sites. Talk with your kids
their information is secure. Open
having the primary screen name plus sole control of passwords and the use of blocking and/

or filtering devices.

* Report any suspicious activity immediately. If you suspect communication
with an online sexual predator, immediately contact the CyberTipline at
www.cybertipline.com or 1.800. THE.LOST (1.800.843.5678). Turn off the computer to
preserve any evidence for law enforcement use and unless told to do so, do not make any
copies of images or text found on the computer. If it is an issue of harassment, mafke sure to
save the original message. A printed copy is not as useful to law enforcement as the original
or forwarded message.
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http://www.citizensacade
http://www.getnetwise.org
http://www.cybertipline.com

Important Points to Discuss

When possible, establish explicit Internet Safety rules before your children begin
using the computer. Children will find it easier to accept and obey rules that have
already been set. Develop your rules according to your particular circumstances,
and your child’s age and Internet usage.

Even the youngest child understands the old adage “don’t talk to strangers.”
Teach your children that this includes strangers who try to talk to them online.
Discuss the difference between “pretend” and “reality” so that your children
know that a bad person can also pretend to be nice, even on the Internet.

If your children are using the Internet already, have them show you the sites they
like to visit. Point out the sites you think are good and gently explain why others

are inappropriate. Make it clear which sites your children are allowed to visit and

those that are off limits.

Not hing I s oOoprivaadme o ltdireen nd emr’'ntet

they post online is public and can be viewed by anyone. Parents are often shocked to see what
their children have written online and some of those postings can lead o serious trouble. Sexy or
revealing photographs can attract predators. Students who bave posted threatening words
against their school or classmates have attracted the attention of school administrators and law
enforcement.

In a calm manner, tell your child what is dangerous about the Internet, including:

APeople online who may start off friendly but then change
ALegal or financial harm to the family if you “click” without getting permission
AExposure to harmful material (violent or sexually explicit scenes)

Most importantly, encourage your children to tell you when someone they don’t
know attempts to engage them in an online chat, an inappropriate site comes up
on the screen or someone harasses or threatens them online. Reassure them that
they will not lose Internet privileges or be punished if they tell you.

Sample Internet Safety Rules

Using the computer is a privilege. To enjoy this privilege, we agree to follow
these rules:

1. Computer use is not confidential. We do not hide what we are doing on the computer.

2. We visit Web sites that are appropriate for our age. We do not visit Web sites or access
information that are “off | i mi

3, We don’t send photos or give out

4. We will tell our parents about any online messages we receive that make us uncomfort-

able.

5. We share an email acconnt with our parents. We will not open or use any other email
acconnts.

10.

11.
12.
13.

Tips to Keep Your Children and Teens Safer When Using

Social Networking Sites

Discuss the dangers and future repercussions with your child.

Enter into a safe-computing contract with your child about his or her use of these

sites and computer use in general.

Enable internet filtering features if they are available from your Internet Service
Provider (ISP).

Install monitoring software or keystroke capture devices on your family computer

that will help monitor your child’s Internet activity.*
Know each of your child’s passwords, screen names, and all account information.

Place the computer in a family area of the household and do not permit private

usage.

Monitor what your child’s friends are posting regarding your child’s identity. Of-
ten children and their friends have accounts linked to one another, so it’s not just

your child’s profile and information you need to worry about.

Know what other access your child has to computers and devices like cell phones
and PDAs.

Report all inappropriate non-criminal behavior to the site through their reporting

procedures.

Report criminal behavior to the appropriate law-enforcement agency including the
NCMEC CyberTipline at www.cybertipline.com or the Internet Fraud Complaint
Center at http://www.ic3.gov.

Contact your legislators and request stronger laws against Internet crime.
Visit the NetSmartz Workshop at www.NetSmartz.org for more information.

Remember that every day is Halloween on the Internet. People on the Internet

are not always who they appear to be.

* For information about monitoring software, visit www.getnetwise.org



10.

Tips For Kids and Teens to Stay Safer When Using Blogs

and Social Networking Sites

Never post your personal information, such as cell phone number, address, or the

name of your school.

Be aware that information you give out in blogs could also put you at risk of vic-
timization. People looking to harm you could use the information you post to

gain your trust. They can also deceive you by pretending they know you.
Never give out your password to anyone other than your parent or guardian.
Only add people as friends to your site if you know them in real life.

Never meeting in person with anyone you first “met” on a social networking site.

Some people may not be who they say they are.

Think before posting your photos. Personal photos should not have revealing

information, such as school names or locations. Look at the backgrounds of the
pictures to make sure you are not giving out any identifying information without
realizing it. The name of a mall, the license plate of your care, signs, or the name
of your sports team on your jersey or clothing all contain information that can be

used to determine your location.

Never respond to harassing or rude comments posted on your profile. Delete
any unwanted messages or friends who continuously leave inappropriate com-
ments. Report these comments to the networking site if they violate that site’s

terms of service.

Check the privacy settings of the social networking sites that you use. A) Setit
so that people can only be added s your friend if you approve it. B) Set it so that

people can only view your profile if you have approved them as a friend.

Remember that posting information about your friends could put them at risk.
Protect your friends by not posting any names, ages, phone numbers, school
names or locations. Refrain from making or posting plans and activities on your

site.

Consider going through your blog and profile and removing information that
could put you at risk. Remember, anyone has access to your blog and profile, not

just people you know.

We do not enter chat rooms without permission.

6.

7. We can go online between the hours of and

8. We do not respond to instant messages or emails from people we do not knosw.
9

These rules apply to our home computer and all other computers we use.

For more Internet survival tips, log onto www.commonsense.com.

Watch for Warning Signs

The Federal Bureau of Investigation has compiled a list of warning signs indicating
online victimization:

Your child spends large amounts of time online, especially at night. Most
children who fall victim to child predators spend large amounts of time online,
particularly in chat rooms and especially in the evening hours when most predators
are trying to locate and lure children.

You find
the sexual victimization of children. Adults who seek to exploit children often
supply their potential victims with pornography as a means of opening sexual
discussions, for the purpose of seduction, and to show the child victim that sex
between children and adults is “normal.”

Your child spends an unusual amount of time on the phone with someone
you dondot know or
predators eventually want to talk to their child victims on the telephone and they

often engage in “phone sex” with the children. This usually leads to an attempt to

set up a face-to-face meeting for real sex. Predators also use telephone calls to learn

more about the children they are pursuing, particularly the child’s full name and

home address.

Your c¢child receives mail,
As part of the grooming process, it is common for predators to send letters,
photographs and gifts to their potential victims. Some mail Web cameras to their
victims to facilitate online sexual encounters, or an aitline ticket so the child can
travel across the country to meet them.

Your child hides what they are doing on the computer. When a child turns the
computer monitor off or quickly changes the screen, they may be attempting to
conceal something from a parent or teacher, perhaps pornographic images or
sexually explicit conversations. When possible, keep your computer in a common
area where you can easily monitor your child’s activity.

Your child becomes withdrawn from the family. Adults who are seeking to
exploit children work hard to drive a wedge between a child and her family. Any
problem that a child has at home can be manipulated to make that child feel
isolated from loved ones. Children under the influence of a predator may pull away
from their families or they may become withdrawn after they have been victimized
sexually.
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http://www.commonsense.com

Your child is using an online account belonging to someone else. Even if
your child already has an email account, a child predator might set up another
account to provide more privacy when they communicate. If you don't subscribe
to an Internet service, your child may meet an offender while online at a friend's
house or the library. Most computers come preloaded with Internet software.

Teen Web Sites to Visit

Here are some of the popular sites teens like to visit. If your children don’t use your
account to enter these sites, you may want to set up an account of your own so you
can see what they’ve posted.

Chat rooms:
A chat.msn.com
A peopleconnection. aol .com
A chat.yahoo.com
A chat.myspace.com
A chat.google.com
Social networking sites:
A myspace.com
A friendster.com
A xanga.com
A facebook.com
Photo-sharing sites:
smugmug.com {RS-cand6t find al bum}
flickt.com
fotolog.com {RS - original copy had photolog}

Resources for Internet Safety Education

Many good resources are available at no cost to teach kids and parents about
Internet Safety through Web sites, school curriculums or law enforcement agencies.
Here are a few examples:

The Arizona Attorney Gen gfwaaadiosy) | nt er n

Arizona Attorney General Terry Goddard launched a major Internet Safety
Initiative to ensure aggressive prosecution of Internet crimes against children and
teamed up with the NetSmartz Workshop® and Arizona Alliance of Boys and Gitls
Clubs to provide Internet Safety education to Atizona’s children. Information on
Internet Safety, an Internet Safety Guide, Internet Safety DVD, Internet Safety Tips
and Kids Page are available on the Web site.

NetSmartz Workshop (www.NetSmartz.org) NetSmartz combines the newest
technologies with the most current information to give children of various ages a
better understanding of the risks they could encounter online. Parents, guardians,
educators and law enforcement also have access to resources for learning and
teaching about the dangers for children online.

Internet Safety Pledge for Grades 3-6

I will talk with my parents or guardian so that we can set
up rules for going online. The rules will include the
time of day that I may be online, the length of time I
may be online, whom I may communicate with while
online, and appropriate areas for me to visit while
online. I will not break these rules or access other areas
without their permission.

I will tell a trusted adult if I come across anything that
makes me feel scared, uncomfortable, or confused. 1
will not download anything from anyone without pet-
mission from my parents or guardian.

I will never share personal information such as my ad-
dress, my telephone number, my parents’ or guardians’
work address/telephone number or the name and loca-
tion of my school without my parents’ or guardian’s per-
mission.

I will never respond to any messages that are mean or in
any way make me feel scared, uncomfortable, or con-
fused. If I do get a message like that, I will tell a trusted
adult right away so that he or she can contact the online
service. I will not send those kinds of messages.

I will never meet in person with anyone I have first
“met” online without checking with my parents or
guardian. If my parents or guardian agrees to the meet-
ing, it will be in a public place and my parents or guard-
ian must come along.

Signed: $



http://www.azag.gov
http://www.NetSmartz.org

Internet Safety Pledge for Grades K-2

I will turn off my computer monitor right away
and tell a trusted adult if anything makes me feel
scared, uncomfortable, or confused.

I will tell my parents or guardian if anyone online
asks me my name, my address, my telephone
numbert, or the name and location of my school.

I will tell my parents or guardian if anyone online
asks to meet me in person

I will not use rude or mean language on the inter

net.

Signed: $

Visit
www.NetSmartzKids.org

for a fun-filled, SAFE, and educational website.

i-SAFE (www.isafe.org) i-Safe offers a K-12 curriculum and community outreach
programs to parents, law enforcement and community leaders. A number of iSafe
programs give students and parents opportunities to get involved in their schools
and communities by teaching and promoting Internet Safety.

Common Sense Media (www.commonsense.com) Common Sense Media provides a
helpful guide, Kegping Your Kids Internet Safe and Smart, offering safety tips for both

kids and parents.
Other Resources

Arizona Internet Crimes Against Children Task Force
WWW.azICaC.0Lg

ChildhelpUSA www.childhelpusa.org

24 Hour Child Abuse Crisis Counseling
1.800.4ACHILD (1.800.422.4453)

Community Information and Referral www.cirs.org
602.263.8856 (800.352.3792 within area codes 520 and 928)

Internet Crime Complaint Center www.ic3.gov

National Center for Missing & Exploited Children
WWW.mIssing.org

State of Arizona Department of Public Safety Sex Offender InfoCenter
www.az.gov/webapp /offender/main.do

Cyberbullying

Threats and harassment are no longer limited to playgrounds or daytime hours. The
Internet now makes it possible for bullies to torment their victims in their homes at
any time of day. These “cyberbullies” may use chat rooms, email, instant messaging
and Web sites to embarrass, threaten or intimidate children. Technology allows
them to share gossip, spread lies or distribute embarrassing pictures to a wide
audience while maintaining some anonymity.

Tips to protect your child against cyberbullying:
o Tell your child not to respond to rude and harassing emails, messages and postings.

*Make use of the “block” or “ban”
50 that messages cannot reach your child.

o If your child continues to receive harassing emails, have them delete their current accounts and help
them open a new one.

* Save the evidence in case you need proof.

feat
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o If a cyberbully has posted embarrassing photos or personal information about your child on a Web
site, contact your Internet Service Provider for assistance, the Web site hosting the page, and if
necessary, also inform local law enforcement to try to get the Web site removed.

o If the cyberbully is someone your child knows from school, seek the assistance of school officials to
stop the barassment.

Find out if your child’s school

administrators to implement training and education programs to disconrage bullying.

has

KNOW THE RULESEé
General Parental Tips to Help Keep Your Children Safer

While many parents feel that they are faced with new and unprecedented challenges when trying to
keep their c hpudddtin@eadVngly3lodaf soBety, dhe WatidualCehra: fjr’ S
Missing and Exploited Children offers these common-sense, general safety tips to belp parents put
these challenges into perspective

1. Make sure you know where each of your children is at all times. Know your
children’s friends and be clear wit
Matke it a rule that your children check in with you when they arrive at or depart from a
particular location and when there is a change in plans. Yon should also let them know when
you' ' re running |l ate or if your
purposes and not being used to

pl ar
“che

2. Never leave children unattended in an automobile, whether it is running
or not. Children should never be left unsupervised or allowed to spend time alone or with
others in automobiles, as the potential dangers to their safety ontweigh any perceived conven-
ience of “f umeverhichhitR @prdch A itk or @glyeiinb cllnerse Nt «
tion with anyone within a car that they do not know and frust, or go anywhere with anyone
withont getting your permission first.

3. Be involved i n yoltAs ami ladnémwé&s paat
better opportunity to observe how the adults in charge interact with your children. If you are
concerned about anyone’s behavior,

Pay attention if they

someone or go somewhere. This may be an indication of more than a personality conflict or

4. Listen to your children.

lack of interest in the activity or event.

5. Notice when someone shows one or all of your children a great deal of attention or begins giv-
ing them gifts. Take time to talk to your children about the person and find out why
the person is acting in this way.

10.

Teach your children that they bave the right to say NO to any unwelcome, uncomfortable, or
confusing touch or actions by others. Teach them to tell you immediately if this happens. Reassure
them that you are there to belp and it is okay to tell you anything.

Be sensitive to any changes [Hicougeo Ur
open communication and learn how to be an active listener. ook and listen to small cues and

clues that something may be troubling your children, because children are not alhways comfortable
disclosing disturbing events or feelings. The may be because they are concerned about your reaction

to their problems. If your children do confide problems to you, strive to remain calm, non-critical,

and nonjudgmental. Listen compassionately to their concern, and work with them to get the

help they need to resolve the problen.

Be sure to screen babysitters and caregivers. Many states now have a public registry
that allows parents to check out individuals for prior criminal records and sex offenses. Check ont
references with other families who have used the caregiver or babysitter. Once you have chosen the
caregiver, drop in unexpectedly to see how your children are doing. Ask your children how the
experience with the caregiver was and listen carefully to the responses.

Practice basic safety skills with your children. Make an outing to a mall or park a
“teachable” experience in which
going tot the restroom with a friend, and locating the adults who can help if they need assistance.
Remember that allowing your children to war clothing or carry items in public on which their name
is displayed can bring about unwelcome attention from inappropriate people who may be looking

you

Jfor a way to start a conversation with your children.

Remember that there is no substitute for your attention and supervision.
Being available and taking time to really know and listen to your children belps build feelings of
safety and security.



